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Testing and Grading Server

Performs testing in FPGA hardware

Runs remotely over the Internet

Generates report with test results

Grades design as “pass” or “fail.”

Allows class to share single FPGA platform
Keeps hardware available to students 24/7
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Applied Research Laboratory, Department of Computer Science and Engineering

Designing A Reconfigurable System
On-Chip Firewall

* Two Part Graduate

Course

— Machine problems to
implement an Internet
firewall

— Group projects to
extend firewall’s
features

o Offered Fall '02
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1-2-3 Step Design Verification
Jﬂ User Uploads Test Parameters
Server Runs Automated Tests

User receives Immediate Pass/Falil
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» Student uploads place
and routed bitfile

» Student uses 5-digit ID
for anonimity

» Server validates file for
hardware compliance

- Student Uploads Test Parameters

Student’s
configuration file

o

Instructor Defined Student Defined
Test Vectors Test Vectors

Test traffic is selected based on type of
assignment.
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» Student selects
assignment

» Different test vectors
for each machine
problem

» Test vectors passed
through design as
Internet packets.

Machine Problem Testing

Cie [dit View Cavoiites Tools Lielp o

~
« To checlt the status of the server retest the *hello_mp3p* bit" fle. Fit
passes the test, then the server is runming properiy.

= Ratch tests are scheduled to run every 5 cecs. Tests take 20 seconds
o Lo mclunde your it tile tor testing;

o Create a new entry

C3536 5-Dig TDx 0000
Machine Froblem: | MF1

[ cresis ey [

o Find the entry in the i F:
o Choose [Upload] anorsuppy e
o Wenfy the size and timestamp.

<
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Web Upload Script for Configuration Files
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Group Project Testing

Student uploads text file with custom test traffic

File format is identical to the functional VHDL
testbench test traffic format

Easy to migrate to hardware testing

TWed
: pload], Lpr @
soooc_pl . bit [Test,_Again] 4] 35.0% 04 UPLOAD FILE UPLOAD FILE
2003
Sun Dec
A - [Upload], 8 Uplead INPUT CELLE],
NATO2_final bt [Test_Again] 1270034 145957 TEST PENDING FATO2 mout colls ot
200z
Wed
- Upload] , Dec 11 ~ Upload INPTUT CELLS],
napad_final bit oot Aeain 1270032 102320 | B2 pad final results.htinl nepad mout cells

200z
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Server Runs Automated Tests

Programs FPGA
1) Remotely

Passes Internet traffic Program FPGA
through firewall 2) Inject Test

. Traffic
Records output traffic
Tests next design in
queue 3) Display Output

Server's Circular Functionality
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Student Receives Immediate
Pass/Fail

» Output traffic is compared to results of a working
solution

» Server returns “pass” if results are identical

File OI;::ft;:n Size Last Modify Results Result Posted
hello_mp3p2 bit | Test bga] 1270034 S0 HOY2%  hello mpdp? resultshiml  PASSED
12345 mp3p2bit el roj003 TR I 19345 mptpd vesuleshoml T PASSED
vooo_mplbit ol o gy  |VPLOADFILE UPLOAD FILE

Pass / Not Pass Test Status
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Easy to Read Results

» Results show both input and output |

packets

» Packets are displayed as HTML
tables with labels and color coded
header fields

» Fields important for debuging are
highlighted in orange

INCOMING PACKET 3:
34 36
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Book-Keeping

_ Index of /csS36/logs
* Records time stamp
at completion of — —
assignment | Parent Directory 15-Jan-2003 16:42
. . audit.txt 04-Now-2002 11:32
» Prevents same bitfile 8 caeers
be'ng Submrtted by np3pl_pass_log.txt 23-Nov-2002 10:20
. mp3pZ_pass_log.txt 03-Jan-2003 13:22
mu'tlple StUdentS pass_log.txt 13-Dec-2002 00:05
— E-mails alert when pass_log wpl plus.txt  27-Sep-2002 15:23
infraction occurs
* Maintains Grade Log oS ecess UL tested
Mon Nov 4 11:31:19 CST 2002 2’)2’)-2-82’)-_;‘[]_3_3;)1--5UCCESSTU| ly tested
******************************** Mon Cct 14 04:05:45 CDT 2002

FOUND | DENTI CAL BIT FI LES:

17317_np3pl AND et han_np3pl
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Server Hardware Platform

» Developed Using Field-Programmable Port
Extender (FPX)

— Re-configurable
over network

— Hardware-based
IP stack

— SRAM and SDRAM
— Gbit/s links
— Open Source Control
Software (NCHARGE)
* Acknowledgments
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